parties, one human and one computer, pretend to be a real computer. As in the original Turing Test, the human examiner in the Reverse Turing Test provides a set of questions to be answered by both parties, and based on the answers, the examiner will distinguish which one of the parties is the real computer. In other words, in the Furthermore, classifies CAPTCHA into three main categories, which are text-based schemes CAPTCHA, sound-based schemes CAPTCHA, and image-based schemes CAPTCHA. In text-based schemes CAPTCHA, the generated tests typically based on images of distorted characters which cannot be read by the current pattern recognition programs but they are still readable for most humans. In sound-based or audio-based schemes CAPTCHA, the user is asked to identiSr a distorted audio which current speech recognizer programs failed to recognize. In image-based schemes CAPTCHA, a set of distorted images is provided to the user to be identified. 
PRACTICAL APPLICATIONS
Text-based CAPTCHA is the scheme most widely deployed and implemented as a security solution . It provides an image consists of distorted alphabetical characters and asks the users to type and submit the valid original characters in order to prove that the users are real humans rather than computer programs (Ahn, 2008) . This application is supported by the study conducted by Chellapilla (2008) (Ahn, 2008 Obviously, the result of the online poll is not valid and cannot be trusted since there was no guarantee that the voters are all humans (Ahn, 2004 (Ahn, 2003) . In order to overcome this problem, a CAPTCHA can be implemented as a part of user registration form for a new email account.
According to Pinkas (2002) and Namprempre (2007) (Yan,2008) .
USABILITY AND ROBUSTNESS ISSUES IN CAPTCHA
According to , there are three main issues related to the usability and robustness in CAPTCHA: distortion related issues, content related issues, and presentation related issues. Distortion is a very essential component in CAPTCHA to ensure that the current computer programs cannot recognize the set of characters generated by the CAPTCHA. However, the method and the level of distortion being used also promotes several usability problems. The distortion in CAPTCHA eventually will reduce the readability of the characters. Many times, the distortion process itself produces arnbiguous characters which are hard to be identified by the human users.
Yan (2008) identifies four common ambiguities in character pairs produced by CAPTCHA. The first ambiguity is between letter and number. Sometimes it is difficult to identiff the distorted letter O from number 0, number 6 from letter G or b, number 5 from letter S or s, number 2 from letter Z or z, and number 1 from letter I or I. The second ambiguity is between number and number, such as distorted number 5 is hard to distinguish from number 6, number 7 from number 1, and number 8 sometimes looks similar to number kind of ambiguity also happen between letters "cl" and letter "d", letters "nn" and letter "m", letters "rn" an letter "m", letters "rm" and letters "nn", letters "cm" and letters "antt, and many others. The fourth ambiguity is between letters and clutters. confusion.
An*ther *sge r}f'ue l"'t:r u'd" confnsi*n.
The second usability issues in CAPTCHA is related to the content. According to , there are four factors in content that can promote usability issue in CAPTCHA: the size of character set, the use of lexical and nonlexical string, the length of the string, and the use of offensive words. Using a larger size of character set will eventually improve the resistance to random guessing attacks. However, it also reduces the usability because a larger character set will produce a higher number of characters that look similar after the distortion process. In addition, Bursztein (2011) The second content related factor is the usage of lexical and nonlexical string.
Obviously, CAPTCHA that using dictionary word (lexical) scheme has a higher usability degree compared to the one that using random string (nonlexical) scheme. There are two main reasons that support this argument. The first one is humans in general can type word faster compared to when they're typing a predefined random strings. The second one is, it is easier for human to identif,z a distorted word compare to recognize individual distorted characters. The drawback of using the dictionary word scheme in CAPTCHA is the vulnerability to dictionary attack. However, argues that there is no problem in dictionary word scheme CAPTCHA, and the dictionary attack threat can be overcome by improving the segmentation resistance.
String length is another content related factor that can promote usability issues. The implication of string length in the usability is highly depend on the lexical or nonlexical string scheme that being used. If the non-lexical string scheme is in used, then the longer string length eventually will reduce the usability. This is happen because there are more distorted characters that required to be identified by the users. In contrast, the longer string length will increase the degree of usability when the lexical string scheme is being used The other factor in CAPTCHA content related to usability issues is the usage of offensive words. Every offensive word that generated automatically by CAPTCHA has a negative effect in user satisfaction and eventually will reduce the usability. The best solution to overcome this problem is by keep maintaining the blacklist of words which are considered as offensive, and prevent it from being generated by CAPTCHA .
The last usability issues in CAPTCIIA, according to Yan (2008) , is related to presentation factors such as the use of multiple font type and multiple font size, and also the use of color and background pattem. Bursztein (2011) argues that using multiple font types and multiple font sizes in CAPTCHA is a good design principle to produce a better CAPTCHA since it can effectively decrease the success rate of the character rccognizer programs to identified the original strings. Moreover, there is no negative impact to usability introduced by the use of either multiple font types or multiple font sizes.
Furthermore, in order to increase the usabilify and the robustness of CAPTCHA, initially color and background pattern are introduced in CAPTCHA. The use of colors both in font and in background pattern was believed can increase the usability since color is appealing and can facilitate the humans to recognize the string. Moreover, it can also be used to protect the string from being recognized by the character recognizer programs. However, based on fuither studies, both and Bursztein (2011) are agree that the use of color scheme does not promote any positive impact to the usability, on the contrary, it introduces more usability issues without any significant improvement in the robustness level-5. ATTEMPTS TO DEFEAT CAPTCHA Similar case to the other security protocols, there are also several attempts rise to defeat CAPTCHA. According to , the attempts to defeat CAPTCHA are mainly came from computer vision studies and also from document analysis and recognition communities. In 2003, Mori publishes an algorithm, which is based on a complex pattern recognition process, to defeat EZ-Gimpy CAPTCHA. The algorithm produces a significant success rate, nearly 92Yo (Mori,2003 
